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Monday, 9/8 -D

RSA decoding
(A) Recall the setup

:

6

11
9 orime
-is Theorem RSA:bar withcdla

, b) = 1), then

2x - by = 1 .

Example : &rimz

Isince 570 :50andlara 1 - 101);
note that

570 · 115-1111 : 19 = 11
.

12) Theorem RSA2 : Let m = pg where p.
E are distinct primes ;

define y(m) = (p-1)(q -5).
Then for any at 1 with gadla , lig , we
have

a
g(m) 1 (modm)

.

Example : Let a
: 570 and m = 1111 : 11 - 101 .

We've seen that gidlaiml =1 . Since
g(m) = (11-1)(101 - 1) = 1000, Theorem RSAG
says 5701000-1 smod IIIII .

(B) Decodable encoding .

To assure a message can
be encoded

in a decodable way :



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

②
(1) Choose two (large) primes p andqi
let m= pq .

(2) Make sure that num and gadIn ,m) =3 .

13) Choose an exponent k with gad(k, y(mil =1 .

(4) Compute n"(modml .

Remark : K and m (but not the factorization
m= pq can be shared, so anyone can
encode.

(2)Decoding.

e b =n" (mod m)
,
codedYou'regiven a messag

as above. To decode it
:

()) Find X
, Y &IN with

(x - y(m)y = 1 . (x)

(possible by Theorem RSAg).

X
Y

(a) Compute b (mod m) (by Successive
squaring) . The result is the original
message n !

Proof x kX
yby(x)

b = (nk(x = n = m
+ y(m)y

= n
* (nY(m))Y

& n .Y = n (mod m) . !!

by Thm. RSA



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

③
(None of this works if you don't know pandg

:

without them, you don't know ylml, so you
can't find X .)

(2) Example ,
Decode the coded message b = 33,

with k = 7 and m = 3 5 = 507 ·

Solution .
Since K = 7 and y(m) = + .6-at

, we
have

& /k ,plml) =1 . Note that

77 = 24 · 2 = 'I
(

↑ ↑ K
Y

k x y(m)

so we need to sute b
*

(mod m),comf
which is 334 /mod 351

, by SUCCESSIVI

squaring
:

7 = y +2+ /

I

33 = 33 (mod 35)
332 = 1089 = 35 . 31 + 4 = 4(mod35)
334 = (3322 = 42 = 16(mod35)

So
33 = 33

4) +2+ 1

=> 334332. 33 = 16 : % - 33
= 64 · 33 = 29 : 33
= 957 = 3527 + 12 = 12 /mod 35).

comparewith thelast example
ora


