
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Friday , 915-1
Prelude to RSA decoding, continued.

1) Greatest common divisor.

Recall : thegreatest common divisor gadlab
of a be I is defined by

gedlabt : largest natural number dividing
a and b lunless a= b = 0 : define

gedla =01 .

Eg
g . ged(21 , 28)= T,
gcd)810, 1681 =gcd)2 .3% S

,
2.3 . 7)

= 2 . 3 = G
gcd(1,0)

=1
,

gad(IIIIII, IIIIIIII
=gcd)3 : 7. 11 . 13 . 37

,
11 . 73 . 101 . 137) = 11 ,

etc .

2) Two theorems without proof (for now).

Theorem RSA
y

sose a ,beIN are orime,Supl col meaning
g
cd(a

,
b) =1

. Then 7 x
,ye IN

such that

ax - by =1.

Example I
:

(a) 35 and 128 are coprime; note that

35 · 11 - 128 . 3 = 5 .

1 : (1098+ 1) - 1098 . 3 = 1.
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(b) a and att are coprime for at
1;

note that

a . a - (a+1)(a= 1) =a- (a 1) =5
.

(c) 101 and 103 are coprime
land primel;

note that
101 . 51-103 . 50 = 1.

Note also that 103 and 101 are coprime,
and

103 · 51-101 : 52 = 1.

Theorem RSA2 (Euler's formula!
Let

p ,qGIN be distinct primes . Let m=pa
and define

y(m) = (p- 1)(q-j)

("Euler's o function") .

Then for any al
that's

coprime
to m,

we havey(mg (mod m).

Example 2 .
(a) Let m = 35 = 5 . 7.

We have y(m) = (d - 1) (7-1) = + .6 = 24.
Let a = 11

. Then gcd(a,m) = gcd( 11,35) = 9,
so by Theorem RSA2 , allm = 1 (modm) :

24

11 = 1 (mod 35).
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We can check this by successive squaring
:

18 = 16 + 8

11 = 11 (mod 35)
112 = 121 = 16 (mod 35)
1)+ = (112)2= 162 = 256 = 11 (mod 35)
118 = (1142-112 = 16 (mod 35) (by the above !
1116 => (118)2 = 169 = 11 (mod 35) by the above)

-

So
, 18 = 116,

8
= 11 : 16 = 176 = 1 (mod 35) .

(b) Let m = 10403 = 101 : 103.

Then

y(m) = (10) - 1) (103 -1) = 100.102
- 10200 = 102 . 2 . 5/
=> 22. 58 . 2 . 3 . 17 = 23. 3 . 5217 .

Let a = 11011 = 7 : 112 . 13.

Then gcd(am) = I , so by Theorem RSA2
10200

11011 = 1 (mod 10403)
.

D) /Y : check this by successive squaring .
& If you daval

!


