Key generation: choose randon
0<0L¢F—'\
h, C,L'JVV\]OVULC \/\::gq
& ?uﬂ::lnc.Kc»a:- h

Decr‘ggl‘?m‘l Cowlovde_ £tr %
l/\)or'ks lbecause
L% W- w\(cak'\-q = %dkmﬂ

= W

—ale



BP&al( El C7dww.,Q
CQIVGV\ %ﬂ l %k ) I’\k w)
I:\V\A m







DLP
( Discvede Log Prob )

Cpl\lﬁv\ % "
[==NVPS S Y

iD&g \V\{-\{"OV\ . ’Pfﬂ/!?lefm A
"rc(luccs 4—5 'Prob\e,m B Brea.lc El C7dwn;.,Q
N ‘bolﬁwmi‘a& Jiwe gt

Coven %algk] hwm
o a,l%m%u $or Posb B Fmd m

Lan be used PD(UW“““H
o §ten a.ﬂovs w/ FD%WK@Q hwe DRefnitioa. Tiwo ?ro’élws are
ohher compatations , Yo solve Prob A - eqpavadind . poly Hme if Hhey
v*ealutcc to ﬁaol/t oftuf M Fols”l'vw-@




EvaQQ, CODHP reduces o DLP = polynomicl e .

ool S\LPPOSQ 74: S aw aaQsoﬁM $o solve DLP,
)
ppply A tnice doobtarn o and g

W Com PuL"Q %xa Zﬁ
?&gmik oﬂ\\. ’PIJIC)leMA C/D H P
reduces 1o 'Prob\em B CD.scNﬁk L"a Prob ) (Covaw\wh‘ond Nifie- Hellwam Pnﬂo\
N Polﬁwmi‘& Jiwme gt GN“W\ 637( 6\1.
O a,l%af%\m ‘PU('PMLB End = wd Ny
» nd ! g
Lan be wsed Po(ﬁwama : _
ofren, alow w/ polauomich +ime Defmnition. Tivo problents are
o thesr (‘/Wwpd-t\.%‘oas ) to golve Prob B . %WWM M polj Ywe 4 %18_

weAu.cc, +o eaol/\ oﬂuf Y\ FoLa 4’1\'"-?.



Crphgraphy, At relies on o burd prblens”
O Encraghion / Decrughon / Key Cenerdion  (wplementation
5 PD(UnOMia.Q e .

@ Bf‘ﬂalﬂ\ﬂa ‘H/Q 539)-6;«/\ 'S QIDVL(V@‘W v(v) a "la.fd Prv’éfezm
%)r ‘,Jﬂi\‘d/\ no PO(S-—%\MC a%oﬁ% 2T known.



25 on a/, e/m\\ g o)|2_oz_
Cryphgraphy et rehes on a’lsed posd G
@ L‘Znorvbﬁ&“‘n‘on /Decr‘\éﬁa‘,’mﬂ / Kéa W\O’L (l\w‘o)Wu)ﬂ?j?%\

15 P"lt}"w‘“‘a liwe .

O Br\cakm ‘H/Q 539){4«/\ S etbuuvatje,wv,' vA) o hard Prv’éiem
%N’ UJ’”M‘J" no PO‘g*J"\Me @%WT]M are Lnown.

Ev. El Gamal
KD:) GC-" (Bob) Ww&u.az»f ex pon .
C) % z_‘/,Vtc, boa CA[Q{) nod - exp B wu.(ﬂ g TOLS J—ume
C.«‘"USK)%\O'\ (Bolos nod . exp D WM%

@ %wealcmé = C?M/\a,o 'S e/bvu\/q,éem,ol qlo CDHP,
( L)c,c\‘eueJ VO Po‘g*‘kw d.oﬂ'S -QMA“S‘I)




a Gam@Q S&ovxrf"g










? SA A\ﬂ or.’-H\m\

Alice. Bek
Choose s Secrf:’- prw Fa%
/)7 C/IN.)OSQS Seeret 4 imverhble wocl
musage M (madk n) e) Uy = PO
N ond ts mverse e .
eIﬂC “'UM . pziu.r ‘L
-enem Public Key (n=py,e) opmd

- D
C ‘ r\VCJQ Kﬂ.‘a P) %] G'\ <— ﬂdccrap"::::i“
what we need o shidy: Qoo 1o 1t
éuo\fiﬂfM A‘ﬁm""h& / m J
— C hvwemse M{w
\) E wLer v

’Prwdu% ’\'Ls\-\w& ((set wyP la_a) ) = ' (mod n)
FAJ—W""% A‘%aﬂws (g»r Sccu.,r:‘#?) -




TIWlAll k frés"l

Femad's Lifle ?lw»-mﬁ . Lek p be prme. Let ocacp . Then a"" 21 (mod P).

F&thwl ?ﬂma»l'jgﬁ—r%‘\\ L-CJ' q 7‘ ,O-C an mj-lca_ef.
Ohoose o randomn I<a <n.
Chede & a7 =1 (mod ).

|$ NO ﬁ n S c,ompos/)-e ) W Saa A 1S O ”P_aermﬁ-wi*m/,\“
”' \IES => W 15 Pf‘ol%)o|3 > rwe, bud we dont know.

(1§ n s composike, Bk 0”721 (modn) | Hin we say
e o Fermak Ii‘a,-.“_\

M)l'\\mﬁ : ‘Po"anomfaj.



Lhod doco Probadd mean? le

) cow}p°9(
A /Femt pseadoprime o base a' s an n sl a" =1 (wodu).
A ”Ca.(Mi‘cltabQ nu,vw'aor\\ 's o Ferwet Pse,wolaﬂaﬁwe +o a_éﬁ bages O
C‘Og)ﬁw -I'o n .
e-q - 6é|, L'HO"(', %26265)-,- wq,\e'f

:Fa_c;(—: (g N 1S nofl” A CMM!OAO»QQ -H:) bu)‘ 'S QMOI'?Q}

——

7 %ﬂ.«\ M" lea st ‘Zz o’() He n\/u,e,wh\geQ A ‘s are ”Fermd‘wn"" ““:u.
2. e NSt 2o ’Pro"é‘ Z "’i M w CL(\SCW Qwos{)lonm

Ml\f\ﬁ . .7,

Sof— run the lest £ Mraniy md‘ow a’s.



